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DOWNLOAD PROCEDURE 



CLIENT ACCESSES PAGE TO REQUEST DATA 






CLIENT SUBMITS REQUEST WITH OPTIONAL CLIENT- 
SUPPLIED VALUE(S); REQUEST IS ROUTED TO THE ENABLER 






ENABLER STORES CLIENT-SUPPLIED VALUE(S) LOCALLY 







SUBSTITUTING CLIENT-VALUE REFERENCE(S) FOR ANY 
CLIENT-SUPPLIED VALUE(S) IN THE REQUEST, THE ENABLER 
ADDS AN AUTHENTICATION TOKEN, AND SENDS THE 
MODIFIED REQUEST TO THE WEB SERVER 



WEB SERVER PROCESSES REQUEST, USING ANY CLIENT- 
VALUE 

REFERENCE(S) AND AUTHENTICATION TOKEN, AND 
SENDS SERVICE REQUEST TO BACK-END SYSTEM 







USING THE CLIENT-VALUE REFERENCE(S), BACK-END SYSTEM 
RETRIEVES THE CLIENT-SUPPLIED VALUE(S), PROCESSES THE 
REQUEST, AND OBTAINS THE RESULTANT DATA 






ENABLER STORES THE DATA LOCALLY 






BACK END SYSTEM RESPONDS TO WEB SERVER WITH DATA 
REFERENCE(S) TO PERMIT LATER RETRIEVAL OF DATA 






WEB SERVER FORMATS A WEB PAGE WITH DATA 
REFERENCE(S) AND SENDS WEB PAGE TO ENABLER 






ENABLER SUBSTITUTES DATA FOR DATA REFERENCE(S) 
IN WEB PAGE 






ENABLER SENDS WEB PAGE WITH DATA TO CLIENT 



Fig. 2 
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DOWNLOAD PROCEDURE 



CLIENT 




CLIENT-ACCESSIBLE SYSTEM 




BACK-END SYSTEM 













WEB 






PAGE 
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CLIENT VALUE (S) 




ENABLER 









CLIENT VALUE(S) 
STORED 





CLIENT-VALUE REFERENCE(S) + 






AUTHENTICATION TOKEN 







SERVICE REQUEST + 
CLIENT-VALUE REFERENCE(S) + 










AUTHENTICATION TOKEN 





PROCESS REQUEST 
-DATA STORED 



DATA REFERENCE(S) 





WEB PAGE WITH DATA 




ENABLER 




REFERENCED) 









WEB PAGE WITH 




ENABLER 




REQUESTED DATA 







Fig. 3 
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UPLOAD PROCEDURE 



CLIENT ACCESSES PAGE FOR UPLOADING 
DATA 






CLIENT INSERTS DATA INTO PAGE AND 
SUBMITS DATA, WHICH IS THEN DIRECTED TO 
THE ENABLER VIA THE ROUTER 







ENABLER GENERATES DATA REFERENCE(S) 
FOR CLIENT-SUPPLIED DATA, LOCALLY STORES 
ACTUAL CLIENT DATA, AND GENERATES 
AUTHENTICATION TOKEN 







ENABLER PASSES DATA REFERENCE(S) AND 
AUTHENTICATION TOKEN TO WEB SERVER 







IN RESPONSE, WEB SERVER SENDS SERVICE 

REQUEST INCORPORATING DATA 
REFERENCE(S) AND AUTHENTICATION TOKEN 
TO BACK-END SYSTEM 



BACK-END SYSTEM (ENABLER) LOCATES 
PREVIOUSLY-RECEIVED CLIENT DATA USING 
DATA REFERENCE(S) 



BACK-END SYSTEM ACKNOWLEDGES RECEIPT 
TO WEB SERVER; WEB SERVER SENDS 
ACKNOWLEDGMENT TO ENABLER WHICH 
FORWARDS IT TO CLIENT 



Fig. 4 
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UPLOAD PROCEDURE 
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SERVICE REQUEST + 
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AUTHENTICATION TOKEN 
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